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ROLE-BASED SECURITY CONSULTATION SOW 
 

This Statement of Work (“SOW”) is made and entered into as of the date the ordering document that references this 
SOW (the “Order Form”) becomes binding (the “SOW Effective Date”) by and between the customer noted on the 
Order Form (“Customer”) and the Snowflake entity noted on the Order Form (“Snowflake”) and describes the 
services to be performed by Snowflake for Customer as further described in this SOW (“Technical Services”). 
 
1. Description of Technical Services. During the Term, Snowflake shall provide the following Technical Services:  

 
Technical Service Overview 

 
The Snowflake Role-Based Security Consultation (“RBSC”) is delivered onsite and designed to provide 
knowledge transfer and design definitions on key Snowflake security access concepts including: Snowflake 
security model, role-based access control (RBAC), design and implementation approaches, on-going 
governance and maintenance. At the conclusion of the RBSC engagement, Snowflake will provide 
documentation on the content delivered and will deliver a final presentation of the engagement results and 
recommended next steps. 
 
RBSC documentation may be customized during the course of the Technical Services, which are planned for one 
(1) continuous week (M-F). 
 

These Technical Services will include the establishment and creation of roles for two separate use cases pursuant 
to the following procedure: 
 

• Conduct Snowflake security concepts working sessions leveraging interactive guides, exercises and best 
practice documentation 

• Conduct working sessions to identify and document overall Customer data access requirements 
leveraging a RBAC roles matrix, then define and create the overall Snowflake administration and 
ownership roles 

• Conduct Use Case #1 working sessions to identify requirements, define/establish and demonstrate 
Snowflake roles 

• Provide guidance to Customer team during Use Case #2 working session to identify requirements and 
define/establish and demonstrate Snowflake roles 

 
In preparation for the start of this project, Customer will have: 
 

• The use case security requirements including any PII and/or PHI requirements defined 

• A provisioned Snowflake Account 

• Use case objects to be secured within the environment established 

• A laptop available which is able to access the Snowflake environment with python installed and 
configured 
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Snowflake Provided Resources 

Snowflake will provide the following: 

 

Snowflake Resource Responsibilities 

Snowflake Resource - Deliver the specified workshops as described above 
- Deliver final presentation of engagement results and recommended next 

steps  
- Schedule and lead pre-kickoff planning meeting 
- Schedule workshop delivery 
- Coordinate with Customer and attendees on workshop participation 

Customer Provided Resources 

Customer will provide the following resources to coordinate activities with Snowflake as noted below; multiple 
Customer Resources may be filled by the same individual: 

 

Customer Resource Responsibilities 

Project Manager Coordinate with Snowflake on project activity planning, scheduling, milestone 
management, risk management/mitigation, Customer resource 
participation/scheduling, and will participate in project kickoff.   

Program Lead Responsible for Customers’ Snowflake strategy and direction; has decision-
making authority for Snowflake implementation. Will participate in all 
workshops. 

Security Admin Responsible for implementing and maintaining Role Based Access Control on 
securable objects within the Snowflake Service. Overall security SME with input 
on overall security access requirements and will participate in all working 
sessions. 

Information Security 
Analyst 

Responsible for day-to-day activities of Customers’ overall data and systems 
security approach and processes. SME input on Customers’ overall data access 
requirements. 

 Database Administrator Responsible for the day-to-day activities associated with Snowflake. Will 
participate in all workshops. 

Data Engineer Responsible for developing data acquisition, ingestion and transformation 
processing flows. Will participate in all workshops. 

Data Architect Responsible for developing data acquisition, ingestion and transformation 
processing flows and will participate in working sessions on an as-needed basis. 

 
In addition, Customer will provide access to personnel with ample security credentials and system access to 
ensure the Snowflake resources can efficiently assist with establishing roles and privileges within the Customer’s 
Snowflake environment. 
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2. Pricing and Payment Terms.  
 
The Technical Services described in this SOW will be provided on a fixed price basis pursuant to the fees and 
payment terms set forth on the Order Form or other order documentation referencing this SOW. Customer shall 
not be due any credit or refund for any Technical Services not consumed during the Term. Any requirement(s) 
or deviations from the scope of work not included herein will be considered outside of the scope and must be 
procured separately through a formal written amendment or change order to this SOW (“Change Order”) that 
may result in additional cost or modified terms. 

 
Late Payments: Unless otherwise set forth in: (a) the Agreement or (b) the applicable Order Form or other order 
documentation referencing this SOW, if any fees payable to Snowflake remain unpaid past the due date, then: 
(i) the overdue balance will be subject to interest at the rate of one and one-half percent (1.5%) per month (or 
the maximum allowed by applicable law), and (ii) Snowflake may, upon seven (7) days advance written notice 
to Customer, suspend Snowflake’s performance of any Technical Services until Customer’s payment obligations 
are made current.  In addition, Customer will be responsible for any costs resulting from collection by Snowflake 
of any overdue balance, including, without limitation, reasonable attorneys’ fees and court costs. 
 
Change Orders: Any requirement(s) or deviations from the Technical Services described herein will be 
considered outside of the scope and must be procured on a separate SOW or through a signed amendment or 
change order to this SOW (“Change Order”) that may result in additional cost and/or modified terms.  
 

3. Expenses.  No expenses will be charged to Customer under this SOW. 
 

4. Scheduling and Term.  All Technical Services must be scheduled in advance in one-week increments and must 
be completed within one year from the Effective Date of this SOW (“Term”). 

 
Rescheduling Policy.  There will be no rescheduling fee for Technical Services that are rescheduled more than 
thirty (30) days in advance. For Technical Services rescheduled more than fourteen (14) days, but fewer than 
thirty (30) days in advance, Customer will be charged for any non-refundable travel expenses and/or change 
fees incurred by Snowflake.  For Technical Services rescheduled fourteen (14) or fewer days in advance, 
Customer will be charged: (a) a rescheduling fee of ten-thousand dollars ($10,000 USD) and (b) for any non-
refundable travel expenses and/or change fees incurred by Snowflake.  The fees set forth in this section are in 
addition to any fees set forth above in Section 2 and will be billed separately. 

 
5. General Provisions. This SOW shall be governed by the Agreement as defined herein.  The “Agreement” means, 

in order of precedence, the following agreement that governs the use of the Snowflake product or service (the 
“Service”) entered into by Customer: (i) the fully executed Master SaaS Agreement or similar agreement; (ii) the 
Snowflake Terms of Service located at: https://www.snowflake.com/legal/; or (iii) the Snowflake Self-Service 
On Demand Terms of Service located at: https://www.snowflake.com/legal/.  If the Agreement does not 
expressly include terms applicable to Snowflake’s provision of Technical Services, then for purposes of this SOW, 
the Agreement shall also incorporate by this reference the terms and conditions of the Snowflake Technical 
Services Addendum located at https://www.snowflake.com/legal/ (“Addendum”). For clarity, Customer’s use of 
the Service is governed by the Agreement and not this SOW. Upon execution of the Order Form or other 
documentation referencing the SOW, this SOW shall be incorporated by reference into the Agreement. In the 
event of any inconsistency or conflict between the terms and conditions of this SOW and the Agreement, the 
terms and conditions of this SOW shall govern with respect to the subject matter of this SOW only. Unless 
otherwise defined herein, capitalized terms used in this SOW shall have the meaning defined in the Agreement 
or Addendum (as applicable). This SOW may not be modified or amended except in a written agreement signed 
by a duly authorized representative of each party.  

 
 
 

https://www.snowflake.com/legal/
https://www.snowflake.com/legal/
https://www.snowflake.com/legal/
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6. Assumptions and Dependencies. 
 
The parties agree on the following: 

 
a. Notwithstanding anything in the Agreement to the contrary, Snowflake shall own all rights, title and 

interest in and to the Service and any Technical Services, deliverables, tools or related pre-existing or 
developed intellectual property provided or made available by Snowflake under this SOW.  

b. Unless otherwise agreed to by the parties, all electronic and hard copy versions of any deliverables are 
provided for Customer’s internal purposes only.  Customer is prohibited from reselling or sublicensing 
any deliverables.  Customer may not utilize the deliverables to replicate or attempt to perform the 
Technical Services or to develop or attempt to develop any of the products described in such 
deliverables.  Deliverables are not subject to any maintenance, support or updates.   

c. Customer may not record, film, stream or otherwise capture in video or audio format any performance 
or aspect of the Technical Services.  

d. To facilitate security of Customer Data and associated systems, Customer will not grant Snowflake access 
to Customer Data under this SOW.  In addition, except for Customer provided access to Customer’s 
Snowflake Account (if contemplated within the scope of the Technical Services described herein), 
Customer will not grant Snowflake access to any Customer systems, Customer networks or Customer 
applications. Snowflake will have no liability under this SOW related to the access noted in this Section.  

e. Snowflake reserves the right to subcontract the Technical Services described herein.  Snowflake will be 
responsible for the performance of any subcontractors engaged in the delivery of the subcontracted 
Technical Services. 

f. Customer will assign a Project Manager for the duration of the project who will coordinate meeting 
schedules and availability of Customer personnel reasonably needed for the delivery of the Technical 
Services. 

g. Customer will be responsible for determining if, how and when it will implement any recommendations 
made by Snowflake. 

h. The Technical Services will be provided during regular business hours (8am to 5pm local time), Monday 
through Friday (holidays excluded). 

i. Technical Services shall be delivered onsite at the ship to address listed on the Order Form or other 
documentation referencing the SOW. 
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