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This Data Processing Addendum ("DPA") forms part of, and is subject to, the Master SaaS Agreement or other written or
electronic terms of service or subscription agreement (the "Agreement”) between the member of the Snowflake Group that
is a party to such agreement (“Snowflake”) and the entity or person defined as ‘Customer’ thereunder , and each Customer
Affiliate that is party to an Order Form pursuant to the Agreement (collectively and individually referred to herein as,
“‘Customer”, and together with Snowflake, collectively, the “Parties” or individually, a “Party”). All capitalized terms not
defined in this DPA shall have the meanings set forth in the Agreement. The language of this DPA is English and Japanese.
In the event of a conflict between the English and Japanese text, the Japanese text shall govern.

1. EE

Definitions.
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“Account” means Customer’s account in the Service in which Customer stores and processes Customer Data.
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"Affiliate" has the meaning set forth in the Agreement.
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“Authorized Affiliate” means a Customer Affiliate who has not signed an Order Form pursuant to the Agreement,
but is either a Data Controller or Data Processor for the Customer Personal Data processed by Snowflake pursuant
to the Agreement, for so long as such entity remains a Customer Affiliate.
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“California Consumer Privacy Act” or “CCPA” means the California Consumer Privacy Act of 2018, as may be
amended from time to time.
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"Customer Data" has the meaning set forth in the Agreement.
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"Customer Personal Data" means any Customer Data that is Personal Data.
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"Data Controller" means an entity that determines the purposes and means of the Processing of Personal Data.
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"Data Processor" means an entity that Processes Personal Data on behalf of a Data Controller.
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"Data Protection Laws" means all data protection and privacy laws applicable to the respective party in its role in
the Processing of Personal Data under the Agreement, including, where applicable, EU & UK Data Protection Law
and the CCPA.
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“Data Subject” means the identified or identifiable natural person to whom Customer Personal Data relates.
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"EU & UK Data Protection Law" means (i) Regulation 2016/679 of the European Parliament and of the Council on
the protection of natural persons with regard to the Processing of Personal Data and on the free movement of such
data (General Data Protection Regulation) ("GDPR"); and (ii) the GDPR as it forms part of United Kingdom law
pursuant to Section 3 of the European Union (Withdrawal) Act 2018 ("UK GDPR") and the Data Protection Act 2018.
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"Personal Data" means any information, including opinions, relating to an identified or identifiable natural person

and includes similarly defined terms in Data Protection Laws, including, but not limited to, the definition of “personal
information” in the CCPA.
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"Processing" means any operation or set of operations which is performed on Personal Data or on sets of Personal
Data, whether or not by automated means, such as collection, recording, organisation, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination and "Process",
"Processes" and "Processed" will be interpreted accordingly.
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"Purposes" means (i) Snowflake’s provision of the Snowflake Offerings as described in the Agreement, including
Processing initiated by Users in their use of the Snowflake Offerings; and (ii) further documented, reasonable
instructions from Customer agreed upon by the Parties.
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3.1

3.2

"Security Incident” means a breach of security leading to the accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of or access to Customer Personal Data.
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“Service” has the meaning set forth in the Agreement.
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“Snowflake Group” means Snowflake Inc. and its Affiliates.
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“Snowflake Offering(s)" has the meaning set forth in the Agreement.*
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"Sub-processor" means any other Data Processors engaged by a member of the Snowflake Group to Process
Customer Personal Data.
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Scope and Applicability of this DPA. This DPA applies where and only to the extent that Snowflake Processes
Customer Personal Data on behalf of Customer as Data Processor in the course of providing the Snowflake
Offerings.
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Roles and Scope of Processing.

MY FEHORE  Snowflake & BEEEDOM TIL, Snowflakeld, BEREICN DT — & MEE (UIZFLLEE)
ELTOR, BFEANT — XM ZITV, & L TCCPADMEH FIXFIEICERT D [Hh—E AT /o ¥ —
(service provider) | & L THRIIL, TNENOHEIZHBNT, BFHAT—ZIZEL, BFEHEN, 7—4 X
BMERRE & LC, XL, H=2FOT7 —F LAEMEREICRD L7 — 2 CY3%E =F %, DT 5 =Bk
RE ] EWVWNET) ELTONENE I MR LETA, BEHRRT —% (REHICTEREINET) BT —
SRS EOBAT — 2 %41 25 A121X, Snowflakelx, ZDT —% OF — 4 LElkERRE & LT, AREHK
VREAMT 57 — 2 REIEDT ORI > TT — 2 2P L £,
Role of the Parties. As between Snowflake and Customer, Snowflake shall Process Customer Personal Data only
as a Data Processor (or sub-processor) acting on behalf of Customer and, with respect to CCPA, as a “service
provider” as defined therein, in each case regardless of whether Customer acts as a Data Controller or as a Data
Processor on behalf of a third-party Data Controller (such third-party, the "Third-Party Controller") with respect to
Customer Personal Data. To the extent any Usage Data (as defined in the Agreement) is considered Personal Data
under applicable Data Protection Laws, Snowflake is the Data Controller of such data and shall Process such data
in accordance with the Agreement and applicable Data Protection Laws.
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11f Snowflake Offering(s) is not defined in the Agreement, “Snowflake Offering(s)” means the Service, Technical Services (including any Deliverables), and any
support and other ancillary services (including, without limitation, services to prevent or address service or technical problems) provided by Snowflake. Snowflake
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3.3

3.4
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Customer Instructions. Snowflake will Process Customer Personal Data only for the Purposes. Customer shall
ensure its Processing instructions are lawful and that the Processing of Customer Personal Data in accordance with
such instructions will not violate applicable Data Protection Laws. The Parties agree that the Agreement (including
this DPA) sets out the exclusive and final instructions to Snowflake for all Processing of Customer Personal Data,
and (if applicable) include and are consistent with all instructions from Third-Party Controllers. Any additional
requested instructions require the prior written agreement of Snowflake. Snowflake shall promptly notify Customer
if, in Snowflake’s opinion, such instruction violates EU & UK Data Protection Law. Where applicable, Customer shall
be responsible for any communications, natifications, assistance and/or authorizations that may be required in
connection with a Third-Party Controller.
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Customer Affiliates. Snowflake’s obligations set forth in this DPA also extend to Authorized Affiliates, subject to
the following conditions:
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Customer must exclusively communicate any additional Processing instructions requested pursuant to 3.2
directly to Snowflake, including instructions from its Authorized Affiliates ;
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Customer shall be responsible for Authorized Affiliates’ compliance with this DPA and all acts and/or omissions
by an Authorized Affiliate with respect to Customer’s obligations in this DPA shall be considered the acts
and/or omissions of Customer; and
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Authorized Affiliates shall not bring a claim directly against Snowflake. If an Authorized Affiliate seeks to assert
alegal demand, action, suit, claim, proceeding or other forms of complaints or proceedings against Snowflake
(“Authorized Affiliate Claim”): (i) Customer must bring such Authorized Affiliate Claim directly against
Snowflake on behalf of such Authorized Affiliate, unless Data Protection Laws require the Authorized Affiliate
be a party to such claim; and (ii) all Authorized Affiliate Claims shall be considered claims made by Customer
and shall be subject to any liability restrictions set forth in the Agreement, including, but not limited to, any
aggregate limitation of liability.
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Processing of Personal Data. Each Party will comply with its respective obligations under Data Protection Laws.
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Customer agrees (i) it will use the Service in a manner designed to ensure a level of security appropriate to the
particular content of the Customer Personal Data, such as pseudonymizing and backing-up Customer Personal Data;
and (i) it has obtained all consents, permissions and/or rights necessary under Data Protection Laws for Snowflake
to lawfully Process Customer Personal Data for the Purposes, including, without limitation, Customer's sharing and/or
receiving of Customer Personal Data with third-parties via the Service.

35 T —ZAEDEKHANE
Details of Data Processing.
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Subject matter: The subject matter of the Processing under this DPA is the Customer Personal Data.
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Frequency and duration: Notwithstanding expiration or termination of the Agreement, Snowflake will Process
the Customer Personal Data continuously and until deletion of all Customer Personal Data as described in
this DPA.
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Purpose: Snowflake will Process the Customer Personal Data only for the Purposes, as described in this DPA.
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Nature of the Processing: Snowflake will perform Processing as needed for the Purposes, and to comply with
Customer's Processing instructions as provided in accordance with the Agreement and this DPA.
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Retention Period. The period for which Customer Personal Data will be retained and the criteria used to
determine that period is determined by Customer during the term of the Agreement via Customer’s use and
configuration of the Service. Upon termination or expiration of the Agreement, Customer may retrieve or delete
Customer Personal Data as described in the Agreement. Any Customer Personal Data not deleted by
Customer shall be deleted by Snowflake promptly upon the later of (i) expiration or termination of the
Agreement and (ii) expiration of any post-termination “retrieval period” described in the Agreement.

(O F—& RO BHEEAT—4 OEROMEL. BEENSZOHBRECRELEET 2008 LET,
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Categories of Data Subjects: The categories of Data Subjects to which Customer Personal Data relate are
determined and controlled by Customer in its sole discretion, and may include, but are not limited to:

(i) BHEIROWGIJefem, B, FEBIEEL OIS (TTEA)
Prospects, customers, business partners and vendors of Customer (who are natural persons);
(i) BEAROMBGIJefem, B, TR L OUHREEE OUEEE Y E
Employees or contact persons of Customer’s prospects, customers, business partners and vendors;
and/or
(i) BEROUEER., REAN. 7 FAAF=ROT7 Y —=F % — (FTTEAN)
Employees, agents, advisors, and freelancers of Customer (who are natural persons).
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4.1

4.2
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2 OFEFICIE, FIZIZUTOE I RbDOPEENET (ZNHIZROENETA) |
Cateqories of Personal Data: The types of Customer Personal Data are determined and controlled by
Customer in its sole discretion, and may include, but are not limited to:
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Identification and contact data (name, address, title, contact details);
(i) MBER (7 L2y bh— FE®R, AEE®R, S

Financial information (credit card details, account details, payment information);
(i) BESENGH (BEoL. &k, R, BE)

Employment details (employer, job title, geographic location, area of responsibility); and/or
(v) ITHE® IP7 RL R, 7 yF—F—% ([#T—%)

IT information (IP addresses, cookies data, location data).
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Special Categories of Personal Data (if applicable): Subject to any applicable restrictions and/or conditions in
the Agreement or Documentation, Customer may also include 'special categories of personal data' or similarly
sensitive Personal Data (as described or defined in Data Protection Laws) in Customer Personal Data, the
extent of which is determined and controlled by Customer in its discretion, and which may include, but is not
limited to Customer Personal Data revealing racial or ethnic origin, political opinions, religious or philosophical
beliefs, or trade union membership, genetic data, biometric data Processed for the purposes of uniquely
identifying a natural person, data concerning health and/or data concerning a natural person's sex life or sexual
orientation.

T — & DUEEFE
Sub-processing.
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Authorized Sub-processors. Customer provides Snowflake with a general authorization to engage Sub-
processors, subject to Section 4.3 (Changes to Sub-processors), as well as Snowflake's current Sub-processors
listed at https://www.snowflake.com/legal/snowflake-sub-processors/ (“Sub-processor Site”) as of the effective date
of this DPA and members of the Snowflake Group.

WMBEBERIEHLOEL SnowflakelX, L FTOEHBZAWVET, () FUHEHEBECL L OM T, MEEBELEN
TR 2 B I A S LD EIHICI VT, Snowflake 23 ADPA £ 5 2655 & [RISE DL RIS ikg 2l N 7 — & (i
B EDROE LR D 2 &0 RO() BLPFEF LTI L D AKDPA LOREETIZ OV T St & HIE
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Sub-processor Obligations. Snowflake shall: (i) enter into a written agreement with each Sub-processor imposing
data protection obligations no less protective of Customer Personal Data as Snowflake’s obligations under this DPA
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https://www.snowflake.com/legal/snowflake-sub-processors/

4.3

5.1

5.2

to the extent applicable to the services provided by the Sub-processor; and (ii) remain liable for each Sub-processor’s
compliance with the obligations under this DPA. Upon written request, and subject to any confidentiality restrictions,
Snowflake shall provide Customer all relevant information it reasonably can in connection with its applicable Sub-
processor agreements where required to satisfy Customer’s obligations under Data Protection Laws.
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Snowflakeld, BERRICK L T, é&%%@%ﬁﬁiaﬁ « OHRAESCHIA T RS < AR O ARF 53 A ik 4
LET,
Changes to Sub-processors. Snowflake shall make available on its Sub-processor Site a mechanism to subscribe
to notifications of new Sub-processors. Snowflake shall provide such notification both to (i) email addresses that
have subscribed for notifications on the Sub-processor Site, and (ii) email addresses designated by Customer as
‘privacy notices’ recipients within Service, at least twenty-eight (28) days in advance of allowing the new Sub-
processor to Process Customer Personal Data (the “Objection Period”). During the Objection Period, objections (if
any) to Snowflake’s appointment of the new Sub-processor must be provided to Snowflake in writing and based on
reasonable grounds. In such event, the Parties will discuss those objections in good faith with a view to achieving
resolution. If it can be reasonably demonstrated to Snowflake that the new Sub-processor is unable to Process
Customer Personal Data in compliance with the terms of this DPA and Snowflake cannot provide an alternative Sub-
processor, or the Parties are not otherwise able to achieve resolution as provided in the preceding sentence,
Customer, as its sole and exclusive remedy, may terminate the Order Form(s) with respect to only those aspects
which cannot be provided by Snowflake without the use of the new Sub-processor by providing advance written
notice to Snowflake of such termination. Snowflake will refund Customer any prepaid unused fees of such Order
Form(s) following the effective date of such termination.

TRV T 4
Security.

T2 )T 4 X HEHEE Snowflakeld, ¥ =V 7 ¢ L%ﬁ 15 (https://www.snowflake.com/legal-ip . BLF &% =
U7 BMRE] LV ET) ITRBSN TR0, BEEAT 222XV T 44T FDAF

V. BEMAT =2 DOtFx 2 )T 4 NOWEMEZRET D72 ORGSR BT L ORI ER 22X = Y
T KPR E A FEf L AR T b0 L LET,

Security Measures. Snowflake shall implement and maintain appropriate technical and organizational security
measures designed to protect Customer Personal Data from Security Incidents and to preserve the security and
confidentiality of the Customer Personal Data as described in Snowflake's Security Addendum found at
https://www.snowflake.com/legal (“Security Addendum”).
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Confidentiality of Processing. Snowflake shall ensure that any person who is authorized by Snowflake to Process
Customer Personal Data (including its staff, agents and subcontractors) shall be under an appropriate obligation of
confidentiality (whether a contractual or statutory duty).
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BEBANT — 2 BFEEDOKR  Snowflakeld, FrEDIEMR, Hlfl, UTZOMOBELERBFRE SN DIERDBI2NMNE S D
EEORETHHNT, BEEANT —F ONEXITEREZFET 2RBLADRVLO L LET, BEKIE
AR —EZADOFIHD, BEFEOERKL VT — X RGEEIC DS IENBEB 22 LT E 5 DT\, s
LT 2 H8EZAVWET,

No Assessment of Customer Personal Data by Snowflake. Snowflake shall have no obligation to assess the
contents or accuracy of Customer Personal Data, including to identify information subject to any specific legal,
regulatory, or other requirement. Customer is responsible for making an independent determination as to whether its
use of the Service will meet Customer’s requirements and legal obligations under Data Protection Laws.

BERIC X 2 EEOHEF
Customer Audit Rights.

Snowflake(d, FH#IZ L L2 EBAREFF IS U T, BERLD - UIEYITRES W B =FTHLREAN BAF
MEAN] ERPRLET) X L. ADPAIZHD < RHETICET 5L F OO R A Tt 2 U 7 185k
HHIZFEH SNV TV DREHEEA~O T 7 & A 28k 72 LTIt L £, (i) Snowflake®1SO 27001, 27017 O
27018, HITRUST CSFX& UPCI-DSSDH— R/3—7 ¢ 5k, (i) SnowflakedSOC 2-%# A ZlIEEA L AR— Kk, SOC
1-Z A ZNEEA VAR — F, KOii) SnowflakeD &8 DSID, CAIQEDERIEREL X2V T 45i& (LK =277

AT RWE] ERHELET)

Upon written request and at no additional cost to Customer, Snowflake shall provide Customer, and/or its
appropriately qualified third-party representative (collectively, the "Auditor"), access to reasonably requested
documentation evidencing Snowflake's compliance with its obligations under this DPA in the form of the relevant
audits or certifications listed in the Security Addendum, such as (i) Snowflake’s ISO 27001, 27017 & 27018. HITRUST
CSF, and PCI-DSS third-party certifications, (i) Snowflake's SOC 2 Type Il audit reports, SOC 1 Type Il audit reports,
and (iii) Snowflake's most recently completed industry standard security questionnaire, such as a SIG or CAIQ
(collectively, “Reports”).

BEHIT, Snowflakefizd ~DBA L & e, Snowflake DY) R EELOEA 2 EH{ CTH LIATL Z E N TE ET,
Snovvflake?b‘iEF' LSL\J%%E F7=%%. Snowflake & NI E 4RI, %ﬁﬁ@Aff!EE!’JfotF%Elﬁ . HIpH, HIR, X2V T4
S O DFEAMZONWTHANZAET 2D L LET, Snowflakel, E*/"/\%uﬁ;k'a_}:) EWTE, X
DAHAl iSnowflakeW%’*(ﬁ?“é UY—2%BE L ETRENRGHE LET, a0 7747 U AHE, BELKD
INHNBHELNTERITT T, Snowflake DFLEIEH & 7272 41, Snowflaken» b DHHTD FHRIKR & FF > T
(B XRMERE 2 ET) F=HICHATL LN TEET,
Customer may also send a written request for an audit of Snowflake’s applicable controls, including inspection of its
facilities. Following receipt by Snowflake of such request, Snowflake and Customer shall mutually agree in advance
on the details of the audit, including the reasonable start date, scope and duration of, and security and confidentiality
controls applicable to, any such audit. Snowflake may charge a fee (rates shall be reasonable, taking into account
the resources expended by Snowflake) for any such audit. The Reports, audit, and any information arising therefrom
shall be considered Snowflake's Confidential Information and may only be shared with a third party (including a Third-
Party Controller) with Snowflake's prior written agreement.

EAEANE =FH ThLOLEICIE. BEAR I T T4 7 o ZHiE O XiESnowflake DEE & 21T 5 RIllZ .
Snowflake & D] THIIRFE PrFFRKIF OS2 KD D Z & 75>8°7> D EI, BEAANPEDRER A TORVD,

Nix. SnowflakeDEEH&H TH 5 & S EHMI #IJL)W“% 21X, SnowflakelX# DEER AR L CEME CTEE
k5 Z LN TE £, Snowflakens ik & ik ~7- 5 i\ BEEIL, OEENEZERET DI, BOEES

ﬁbﬁﬁhﬁ&@iﬁho:V7?4TVXﬁ%ﬁﬁﬁX@%ﬁm%@Lf%ﬁAK%ELth&é%ﬁu
TRTEAAOAHLE LET, b, 72 BRICHET 2HIEICESSBEAEOHEMIT. 0865 (BRRIZLD
LA OHER]) (TS B0 L L, BEKIT. ARKOMERF X OFHEEIERENC LY 528, Znbo
MERNITRERR K O ETOREY T 25 = XRMEREDIZDIZFEITSND ZLIZAEELET,

Where the Auditor is a third-party, the Auditor may be required to execute a separate confidentiality agreement with
Snowflake prior to any review of Reports or an audit of Snowflake, and Snowflake may object in writing to such
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Auditor, if in Snowflake's reasonable opinion, the Auditor is not suitably qualified or is a direct competitor of
Snowflake. Any such objection by Snowflake will require Customer to either appoint another Auditor or conduct the
audit itself. Any expenses incurred by an Auditor in connection with any review of Reports or an audit shall be borne
exclusively by the Auditor. For clarity, the exercise of audit rights under a Transfer Mechanism shall be as described
in this Section 6 (Customer Audit Rights) and Customer agrees those rights are carried out on behalf of Customer
and all relevant Third-Party Controllers, subject to the confidentiality and non-use restrictions of the Agreement.

7. T—XDHEE
Data Transfers.

71 T—FDFRRT 4 T RCNEBOHIK SnowflakelX, Snowflake /R LB EARMESCHIAE TRINT 5 0 U

AP —E 2%l U CRE LICHIRCOAL, BEEANT =22 RAT 47 LET CAT TRAT 4 71k &
WNET) , BRERIZ, BOOa—F—BEEAT — X7 7 AR Mk, BEKE T — I LD
BENT —Z OEETHE, 618, JoRRT o o 7igoisE (R—o7h vy b BloT7Thv e~ Bl
O —v 2% HPEMWEREA) 12OV T, TRTOELEZANVET, BEENKRAT ¢ v 7l 2587 L7
%1%, SnowflakelZ. BEEEN A L7-Snowflake OfferingstEfitd 7= O IZAFRANC KB R A . UTIESE LL 1T
BURF 2RI KW D 8 2B 9 Te DI ERGAE ZRE . RAT 1 ZHIBLISN S ITREE AT —Z
DI ZATUVNVEHR A,
Hosting and Processing Locations. Snowflake will only host Customer Personal Data in the region(s) offered by
Snowflake and selected by Customer on an Order Form or as Customer otherwise configures via the Service (the
“Hosting Region”). Customer is solely responsible for the regions from which its Users access the Customer
Personal Data, for any transfer or sharing of Customer Personal Data by Customer or its Users and for any
subsequent designation of other Hosting Regions (either for the same Account, a different Account, or a separate
Service). Once Customer has selected a Hosting Region, Snowflake will not Process Customer Personal Data from
outside the Hosting Region except as reasonably necessary to provide the Snowflake Offerings procured by
Customer, or as necessary to comply with the law or binding order of a governmental body.

72 T RBESTEDLEM

Requirements Prescribed by Data Protection Laws.

721 T AREBEFTEDLT—FBEBEICETIHRERY  IRNFE T REETICEY . BEM
AT — % % SnowflakeZ #5272 60 ORFEDHIEE, KT+ idSnowflakelZ X 5@ {E A 7 — & DAL
(BT D RARE (LUFRHL T IBIERICETDHE] LWnES) BED LN TWS5E. Snowflake
W, M EOBERICE T HHIE A (Snowflake 2 — I YR — N3 5 &P T)
https://www.snowflake.com/legal/transfermechanismsiZ TRIE T 5 L 52T 5 D& LET LT %
BRICPETDHEDOY A b LW ET) . BRSBTS LHIEIR, ()BFERD> 5 Snowflake~D s (s
TN nEazEte) o X (i)SnowflakelZ K 2BEME AT — % OB, IZ5%Y L22WEEIREH S
T ADPAICHAZAEN RN D& LET, Ml SNIBIERICET DHEDN, 7 — 2 REETOD &
THEMATRETH %G, FRITEMATREL o258, UEHEIMF Y FE L > TELA SN bD L
IS4, ADPAICHAIAEN D b DL LET, HRikDEE7.2.25 (BT DHIFEDY A~ OFEH)
([ZHEV . Snowflakeld, BHAIZRAT HHIEN T — X REES FTHED TR Rol2Ba . £20X
Snowflake?: < DI s TH B2 OBARIZBE T L il 22T 2 5 B0 R, WH SN HBERICET 5
HEAMBET D ENTELHDELET,

Transfer Mechanisms and/or Contract Clauses Prescribed by Data Protection Laws. If Data Protection
Laws have prescribed specific mechanisms for the transfer of Customer Personal Data to Snowflake and/or
contract clauses for Processing of Customer Personal Data by Snowflake (collectively, a “Transfer
Mechanism”), Snowflake shall make such specific Transfer Mechanism available (to the extent generally
supported by Snowflake) at https://www.snowflake.com/legal/transfermechanisms (the “Transfer
Mechanism Site”). A Transfer Mechanism shall not apply and shall not be incorporated into this DPA if it
is not applicable to (i) transfers from Customer to Snowflake (including where no such transfer occurs), or
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8.1

8.2

(ii) Processing by Snowflake of Customer Personal Data. If a listed Transfer Mechanism is, or becomes
applicable under Data Protection Laws, it shall be deemed to be signed by the Parties and is incorporated
into this DPA. Subject to Section 7.2.2 (Updates Regarding Transfer Mechanism Site) below, Snowflake
may only remove an applicable Transfer Mechanism if the Transfer Mechanism has ceased being valid
under the Data Protection Law or Snowflake is offering an alternative, then-currently valid Transfer
Mechanism.

722 BERICETIHEOY A FOEHFROCBEROESH Snowflakeld, BHRIZEIT 2HIE O 1 % B
L. YZEHEOMEL Al Z2H#ET 2 2 L1k v BIEIZET 2HEDOEFICHOWTRERRIZIEIT D
LD ELET,
Updates & Customer Objection Rights Regarding Transfer Mechanism Site. Snowflake shall notify
Customer of changes to its Transfer Mechanisms by updating the Transfer Mechanism Site and posting a
summary and date of the relevant changes.

Y2 VT 44 VT v MEERORG
Security Incident Response.

X2 VT A4V Ty bRE Snowflakelx, EX = U T 4 A v T v hOREEMSTZGEAICIE, BEERIC
WIRRIER < (FIR bf HIUXZEDRELE ST & E N HT2RFRILINIC) #ET5H 0 L Liff Snowflake@ﬁ%u
X, ZOHPIDTZOIZBERENPAT — R LIZETFA—VICEESNLIBDEL, ZOXIRETFA—L
PEGFESNTWARWEEA, BRI, B0 FE A Snowflake D EFE) 2 &IZ L5 H D & L. Snowflake 7 i
‘%%ﬂﬁbﬁ AT T 4 T B KT Z 2% LET, Snowflakelx, X =V T 147 bOxHL, A
OSBRI D 72D DG BRI E 2 NI D b D & LET,
Securlty Incident Reporting. If Snowflake becomes aware of a Security Incident, Snowflake shall notify Customer
without undue delay, and in any case, where feasible, notify Customer within seventy-two (72) hours after becoming
aware. Snowflake’s notification shall be sent to the email registered by Customer within the Service for such
purposes, and where no such email is registered, Customer acknowledges that the means of notification shall be at
Snowflake’s reasonable discretion and Snowflake’s ability to timely notify shall be negatively impacted. Snowflake
shall promptly take reasonable steps to contain, investigate, and mitigate any Security Incident

X2 VT 44 VT OB Snowflakeld, BEERICKH LT, RIUCAIL72EF 2 U 74 4 07 v ME#R
ERMET 20 LET, ZNICE, BEX2 VT 44 00T > OB K ORE, BBOUIARR O 72912
Snowflake?¥ Fzht L S IEA I3 2 &, SnowflakelZ X 2 FHATRIL, BIMEHROMWA bR, S bic, &
BT TeT =2 ORER BB LEOHREESAETH, ZNLICERLNERTAL, ERROBEIZHEL D LT,
BEMIL. SnowflakeftEBNBEMANT — 2 ONEEZ LD Z LN TE Vs LRWZ0, Snowflake 2 %
ENT —2 OERR MW E, £, 2% T 57 — 2 EROLt, HECUIFEICEAT o EHREa Rt T 57
REMEIXIER 1&1/ b %:Tﬁék LET, Snowflake B EHEIZEX 2T 44 0T v MaERgE L2 2 & U
Snowflake D 7= HIZE D X 9 7N s n/=Z £ & H - T, SnowflakeXED X =2V T 1A o7 MZBET 5
WRIFEFEZROT O L ITRE 2V 0L LET,

Security Incident Communications. Snowflake shall provide Customer timely information about the Security
Incident, including, but not limited to, the nature and consequences of the Security Incident, the measures taken
and/or proposed by Snowflake to mitigate or contain the Security Incident, the status of Snowflake's investigation, a
contact point from which additional information may be obtained, and the categories and approximate number of
data records concerned. Notwithstanding the foregoing, Customer acknowledges that because Snowflake personnel
may not have visibility to the content of Customer Personal Data, it is unlikely that Snowflake can provide information
as to the particular nature of the Customer Personal Data, or where applicable, the identities, number or categories
of affected Data Subjects. Communications by or on behalf of Snowflake with Customer in connection with a Security
Incident shall not be construed as an acknowledgment by Snowflake of any fault or liability with respect to the Security
Incident.
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9.2

9.3

&

Cooperation.

FT—HEEPDLDER  Snowflakeld, 7 —% EENL, BRBEAT —% IBEREZFFET 2 B A< T 1245
B IDIET—ZERPEYT DT — FIREBEICESSHEMEZITEL L5 LT 256 b5 0. BRRIZESNIC
WHTHb0ELET BT [F—FEEKEFE) L0ET) . AP —ERIBRRICH LT, 7 —F EEREF~
DX TSNNSO EFEOEBAERZ ML L CTH 0, IRCT LY T8, BERILT — ¥ EEREFFE~OKRISIZ DN T
ELEAIBDOELET, BEENSZOFEHEMERIIZOMO FEEZFIH L TR —EANOBEMANT —F 2
T 7B ATERWEAIZIL, Snowflakeld, (BEHEN L OEEEFFICKE SIS, KO, Snowflake DILEE DML %
BELT) 77— 4 EEREF OIS 2 (IS B R ARt L,

Data Subject Requests. Snowflake shall promptly notify Customer if Snowflake receives a request from a Data
Subject that identifies Customer Personal Data or otherwise identifies Customer, including where the Data Subject
seeks to exercise any of its rights under applicable Data Protection Laws (collectively, “Data Subject Request”).
The Service provides Customer with a number of controls that Customer may use to assist it in responding to Data
Subject Requests and, subject to the next sentence, Customer will be responsible for responding to any such Data
Subject Requests. To the extent Customer is unable to access the relevant Customer Personal Data within the
Service using such controls or otherwise, Snowflake shall (upon Customer's written request and taking into account
the nature of Snowflake’s Processing) provide commercially reasonable cooperation to assist Customer in
responding to Data Subject Requests.

T—ZREREFME  SnowflakelX, BEERD T — X REIEDT TN T — X R BTN S LT — Z R E Y )5
& OFERTHEZAT O 720, BERICESR SPCHIPH TAY — B ABEE R AR L E T, L. BERS TR
PIAMZ Y B AE AFT 2 FIER R WIEEICR O E T,

Data Protection Impact Assessments. Snowflake shall provide reasonably requested information regarding the
Service to enable Customer to carry out data protection impact assessments or prior consultations with data
protection authorities as required by Data Protection Laws, so long as Customer does not otherwise have access to
the relevant information.

BUN Y R R OEBITHEE 2> D Snowflake 23S EEFUTHEE . £ DM OBURF KT - SUTNHIBEBI G | REEE A
T ZRFE, BRI T S K O ERE (UUF TBUNERE) LWk d) £2%iF72 & &Ik, Snowflakeld, Zd
BN R 2 BERRICIEET 2 X 0B b 0 L LET, BEERIL, Snowflake?s & DBURN EERE & B HARIZHE AT 5
DIZEHMICHERFH T, 2O X5 RE=FIFRER LT 2 LICFAET S DL LET, Snowflaken %
BRICZ DOBINERE iRk 5 2 L3 T& e & &%, Snowflakeld, BEENMRE DD XILE OO G 7o Bk
BEEAHLZTHIENTEDE ), BERIIHS L, ER LA SN DHEMAICIW T, JREUTIE U THEIATREZRIR
DL, ZOBMNEFZBMT DD LET, AEHIT, AWEREICE57 78 2ICBE L. EHIh B
BT 2 T HE-5 < Snowflake DEB Z T 5 D TlEH Y X A,

Government & Law Enforcement Inquiries. If Snowflake receives a demand to retain, disclose, or otherwise
Process Customer Personal Data from law enforcement or any other government and/or public authority
(“Governmental Inquiry”), then Snowflake shall attempt to redirect the Government Inquiry to Customer. Customer
agrees that Snowflake can provide information to such third-party to the extent reasonably necessary to redirect the
Government Inquiry to Customer. If Snowflake cannot redirect the Government Inquiry to Customer, then Snowflake
shall, to the extent legally permitted to do so, provide Customer reasonable notice of the Government Inquiry as
promptly as feasible under the circumstances to allow Customer to seek a protective order or other appropriate
remedy. This section does not diminish Snowflake’s obligations under any applicable Transfer Mechanisms with
respect to access by public authorities.
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10.  AEH L OBEF

Relationship with the Agreement.
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The Parties agree that this DPA shall replace and supersede any existing data processing addendum, attachment,
exhibit or standard contractual clauses that Snowflake and Customer may have previously entered into in connection
with the Service.  Snowflake may update this DPA from time to time, with such updated version posted
to https://www.snowflake.com/legal, or a successor website designated by Snowflake; provided, however, that no
such update shall materially diminish the privacy or security of Customer Personal Data.
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Except as provided by this DPA, the Agreement remains unchanged and in full force and effect. If there is any
conflict between this DPA and the Agreement, this DPA shall prevail to the extent of that conflict in connection with
the Processing of Customer Personal Data. Notwithstanding the foregoing, and solely to the extent applicable to any
Customer Personal Data comprised of patient, medical or other protected health information regulated by HIPAA, if
there is any conflict between this DPA and a business associate agreement between Customer and Snowflake, then
the business associate agreement shall prevail solely with respect to such Customer Personal Data.

10.3 AZKIUIADPAIZ ZN L BRRDBENHDHHETH->TH, ADPA, B 2 Hil & OAZKIZ BE 3 %
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Notwithstanding anything to the contrary in the Agreement or this DPA, each Party’s and all of its Affiliates’ liability,
taken together in the aggregate, arising out of or relating to this DPA, the Transfer Mechanisms, and any other data
protection agreements in connection with the Agreement (if any), shall be subject to any aggregate limitations on
liability set out in the Agreement. Without limiting the Parties’ obligations under the Agreement, each Party agrees
that any regulatory penalties incurred by one Party (the “Incurring Party”) in relation to the Customer Personal Data
that arise as a result of, or in connection with, the other Party’s failure to comply with its obligations under this DPA
or any applicable Data Protection Laws shall count toward and reduce the Incurring Party’s liability under the
Agreement as if it were liability to the other Party under the Agreement.

10.4 ADPAIX, Wi 2HBIlB VW TH, H_F (BB HREZET) ORI ze 52720 15O
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In no event shall this DPA benefit or create any right or cause of action on behalf of a third party (including a Third-
Party Controller), but without prejudice to the rights or remedies available to Data Subjects under Data Protection
Laws or this DPA (including the Transfer Mechanisms).
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This DPA will be governed by and construed in accordance with governing law and jurisdiction provisions in the
Agreement.
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